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Cybersecurity for Tax Season:

Protect Your Identity and
Refund

Tax season brings enough stress without adding scammers to the mix. But the reality is that criminals ramp up attacks in
the first few months of the year, often impersonating the IRS or trusted services like H&R Block and TurboTax. By
adopting smart security habits, you can protect your data and ensure your tax refund goes where it belongs—your bank
account.

Essential cybersecurity tips for tax season

1. File your taxes early.

Here's our top tip for tax time cybersecurity: file your taxes as soon as possible. Filing quickly reduces the risk of tax
fraud. A common scam is for criminals to try to submit fraudulent tax returns using stolen Social Security numbers to
claim refunds. Employers must send out W-2s and 1099 forms by January 31, so once you have your documents, don’t
delay. If a criminal files before you do, reclaiming your refund is a lengthy and stressful process. If you are in this
situation, contact the IRS as soon as possible.

2. Secure your return with an IRS IP PIN.

The IRS offers an Identity Protection PIN (IP PIN)—a six-digit code that prevents unauthorized tax filings using your Social
Security number. You can apply for an IP PIN through the IRS website. While we recommend that everyone signs up for
an IP PIN, this is especially true if your SSN has been exposed in a data breach. Once issued, this number should be kept
private and used only when filing your return.

3. Enable multifactor authentication (MFA).

Use MFA on all accounts related to your taxes, including your IRS account, tax preparation software, and any account
with a financial institution, like your bank. MFA requires an additional verification step, like a scan of your face, making it
much harder for hackers to gain access—even if they have your password.

4. Look out for tax scams and phishing.

Cybercriminals commonly impersonate the IRS, tax preparers, and financial institutions. Be on high alert for phishing
emails, scammy phone calls, and fake websites designed to steal your personal information.

Red flags of a tax phishing scam:
e Unsolicited IRS communications: The IRS never initiates contact via email, text, or social media.

e Urgency and threats: Scammers use scare tactics, like threats of arrest or financial penalties, to pressure you
into immediate action. They play on your emotions and use a sense of urgency to try to get you to not think
about what you’re doing.


https://www.irs.gov/identity-theft-fraud-scams/identity-theft-guide-for-individuals
https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
https://www.staysafeonline.org/articles/multi-factor-authentication

e Requests for sensitive data: Don't respond to emails or calls asking for your Social Security number, banking
details, or login credentials. The IRS and financial institutions don't use these methods to transmit sensitive data
because they are not secure.

e Attachments or links: Phishing emails typically contain malicious links or attachments that can install malware on
your device. Think before you click.

5. Ask about your tax preparer’s cybersecurity practices.

If you use a tax professional, make sure they take cybersecurity seriously. Ask these critical questions and take note of
their responses: How do you protect client data? Do you use encrypted portals for document sharing? Who has access
to my information within your firm? How do you back up sensitive tax records? How long do you store tax

records? Encryption for protecting data, documents, and communications is critical, and you want them to limit who can
access your records. You also want a tax service that uses encrypted, secure backup systems and only stores your
records for three to seven years.

6. Safely exchange tax documents.

Avoid emailing tax documents as regular attachments. Instead, use encrypted email services or a secure file-sharing
portal your tax preparer provides. If mailing documents, send them through a trusted courier service with tracking
options.

7. Back up your tax records.

Make digital and physical backups of your tax documents. Store electronic copies in an encrypted cloud storage service
or an external hard drive (or both!) and keep printed copies in a secure location. The IRS generally recommends
retaining tax records for three years, but depending on your situation, you may need to keep them longer.

8. Report scams to the authorities.
If you think you are the target of a tax scam, report it immediately.

e IRS victims of identity theft: IRS Identity Theft Central

e Treasury Inspector General for Tax Administration (TIGTA): Report IRS-related Impersonation
e IRS, Treasury, and tax-related online scams: Report Phishing

e |RS Cl: Report Tax Fraud

e FTC: Report Fraud

e IC3: Report Cybercrime

Protect yourself from tax time scams

By staying vigilant and following these cybersecurity best practices, you can protect your identity, secure your tax return,
and reduce the risk of fraud. Don’t let cybercriminals make tax season more stressful than it already is! Stay safe online
and file with confidence!
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The information provided in the MS-ISAC Monthly Cybersecurity Tips Newsletter is intended to increase the security awareness of an organization's
end users and to help them behave in a more secure manner within their work environment. While some of the tips may relate to maintaining a
home computer, the increased awareness is intended to help improve the organization's overall cyber security posture. This is especially critical if
employees access their work network from their home computer. Organizations have permission and are encouraged to brand and redistribute this
newsletter in whole for educational, non-commercial purposes.


https://www.staysafeonline.org/articles/phishing
https://www.irs.gov/identity-theft-central
https://www.treasury.gov/tigta/reportcrime_misconduct.shtml)
https://www.irs.gov/privacy-disclosure/report-phishing
https://www.irs.gov/individuals/how-do-you-report-suspected-tax-fraud-activity
https://reportfraud.ftc.gov/
https://www.ic3.gov/
https://staysafeonline.org/resources/securing-smart-speakers-and-digital-assistants/
https://staysafeonline.org/resources/securing-smart-speakers-and-digital-assistants/

Disclaimer: These links are provided because they have information that may be useful. The Center for Internet Security (CIS) does not warrant the
accuracy of any information contained in the links and neither endorses nor intends to promote the advertising of the resources listed herein. The
opinions and statements contained in such resources are those of the author(s) and do not necessarily represent the opinions of CIS.



